Jessica Christensen Maltego Assignment
Run Machine Descriptions
Company Stalker: Whatever domain you type in it will then show how that organization’s domain is connected to any other assets across the internet. This was also able to show the organizations related domains, subdomains, any IP addresses linked to any related domains, all relationships such as the different servers, any hosted services externally and lastly any overlapping infrastructure within the organization’s domain. 
Find Wikipedia Edits: This shows any Wikipedia pages that are related to the organization’s domain and all the edit activity that was done to them. For example, it will show when something was edited or deleted. It can also show how the public can see the organizations domain and help the organization stay informed on the public information on the internet. 
Footprint L1: This is the most basic footprint, so it only shows the domain name and name server records. 
Footprint L2: This is a little more detailed than footprint 1 so it shows all DNS records, server records, MX records, and any other infrastructure that is connected. 
Footprint L3: This goes way more in depth and detailed into the organization infrastructure and is the most useful and efficient. Using this footprint, you can get name servers, mail servers, related domains, any additional infrastructure, any relationship connections within the whole domain. 
Footprint XXL: This footprint gathers the most information regarding the domain given but it can repeat a lot of the same information so it can be messy to dissect. 
URL To Network And Domain Information: This takes the website URL and converts it into domain, DNS, and network related entities to see what the public website is connected to such as servers and the infrastructure. 
IP Addresses:
Some IP Addresses I got are 45.60.31.34,  13.226.238.128 ,3.167.69.18 , 3.171.85.10 , 45.60.31.34
How Information is Valuable to A Security Professional?
All this information can be valuable to a security professional because it allows them to assess the attack surface, understand the threat model and determine the risk, how vulnerable the organization is, identify any outdated services, and help with incident response so they can determine where an attacker may enter or has entered. This can also be helpful to visually assess the entire organization’s infrastructure so they can see the relationships within it. They can also use this to see the weaknesses and strengths of their security defense. 
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