Kali Linux Lab 
Jessica Christensen
Start Kali Linux Screenshots:
Verify Network Configuration by running ip a screenshot:
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[image: ]Running ping -c 3 google.com screenshot:








Vulnerability Assessment Using Kali Linux Tools:
Tool #1 Nmap
Running nmap -sV 127.0.0.1 screenshot:
[image: ]
Running nmap with my host machine address screenshot:
[image: ]
My findings such as services and ports:
When scanning my own network for open services and ports the ports that were open were ports 135(MSRPC), 139(NetBIOS), 445(SMB), 3306(MySQL), and 5357(HTTP/Web Services for Devices). Ports 139 and 445 are important because they are commonly targeted in attacks involving file sharing vulnerabilities such as SMB exploits. Port 3306 shows that I have a database service that is running which could be a security risk if its not properly secured with authentication and firewalls. Port 135 is used for remote calls which could be exploited if vulnerabilities are there. Port 5357 can expose system or device related information that could help an attacker during reconnaissance. In all these findings show that my system has multiple exposed services that should be carefully secured through proper configuration, authentication and regular updates to avoid exploitation. 
Tool #2 Nikto
Running nikto -h http://127.0.0.1 screenshot
[image: ]
Running nikto -h http://google.com screenshot 
[image: ]
My findings:
The nikto scan showed that it was out of date when I use http://127.0.0.1. Since it stated it was outdated that could mean it would limit the accuracy of the results. When I used http://google.com it did show target IP addresses, associated ports, confirming that the system is reachable. The presence of multiple IP addresses may indicate additional network configurations or related systems. The detection of a link header shows that the server is trying to provide extra information in its HTTP responses. This can provide an attacker with details during reconnaissance. Overall the results show the importance of keeping security tools updated to ensure accurate vulnerability detection and reducing unnecessary information disclosure from web servers.  
Tool #3 Searchsploit
Running searchsploit apache screenshots
[image: ]
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My findings:
The searchsploit results for apache revealed known vulnerabilities including remote code execution, path traversal, and denial of service exploits. These findings show that Apache servers can be vulnerable if not properly updated and secured though actual risk depends on the specific version and configuration. 
Tool #4 Whatweb
Running whatweb http://127.0.0.1 screenshot
[image: ]
Running whatweb http://google.com screenshot
[image: ]
My findings:
The whatweb scan produced different results depending on the target. When scanning the http://127.0.0.1 the connection was refused which indicates that no web server is running locally. This aligns with previous scans that did not detect an open HTTP port. When scanning google.com it returned detailed information about the website, including IP addresses, location, and cookie data. This demonstrates how whatweb can gather useful reconnaissance information when a web server is present. These findings show how whatweb is effective for identifying web technologies and gathering public information.
Additional Tool Exploration
Name of Tool: Fierce
Purpose and description of Tool: The Fierce Tool is a DNS reconnaissance tool used to discover subdomains, IP addresses, and other domain related information. It helps security professionals map out a targets external network by identifying systems that may not be immediately visible. The tool performs DNS look ups and attempts to find subdomains using brute force techniques. This type of information is useful during the reconnaissance phase of a security assessment because it can reveal additional targets and expand the overall attack surface. 
List of Findings upon execution of Tool:
 I used google.com as the example domain and found plenty of information. It identified multiple IP addresses and subdomains associated with the target domain. Although no zone transfer was successful the results demonstrate how DNS reconnaissance can reveal additional systems and expand the attack surface.
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Reflection Questions:
a.Why is virtualization important in security testing?
Virtualization is important because it allows security testing to be performed in a safe controlled environment without affecting real systems. It allows users to simulate networks, test vulnerabilities, and run potentially harmful tools without risk. Virtual machines can also easily be reset making them ideal for repeated testing. 
b. Which tool provided the most useful results and why?
I would say Nmap provides the most useful results because it identified open ports and active services on the system. This information is essential for understanding what is exposed and helped guide the use of other tools for deeper analysis.
c. What are the limitations of automated vulnerability scanners?
Automated vulnerability scanners rely on known vulnerability databases so they may not detect new or unknown threats. They can also produce false positives or miss vulnerabilities due to system configuration or lack of context. This is why manual analysis is still necessary. 
d. How could false positives impact an organization?
False positives can waste time and resources by causing security teams to investigate issues that are not actual threats. This can delay the response to real vulnerabilities and may reduce overall efficiency. In some cases it can also disrupt normal operations.
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+ Your Nikto installation is out of date
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$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group def
ault glen 1000
Link/loopback 00:00:00:00:00:00 brd 00:
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred lft forever
ineté ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default glen 1000
Link/ether 08:00:27:89:b7:19 brd ff:ff:ff:ff:Ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute etho
valid_1ft 86357sec preferred Lft 86357sec
inete fd17:625c:f037:2:bca:d67b:5eek:2067/64 scope global dynamic noprefi
xroute
valid_1ft 86359sec preferred Lft 14359sec
inete fed0::79d0:1759:7d5d:2b73/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

(kali® kali)-[~]
L'y
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1: 1o: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group def
ault glen 1000
Link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred lft forever
ineté ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default glen 1000
link/ether 08:00:27:89:b7:19 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute etho
valid_1ft 86357sec preferred Lft 86357sec
inete fd17:625c:f037:2:bca:d67b:5eek:2067/64 scope global dynamic noprefi
xroute
valid_1ft 86359sec preferred Lft 14359sec
inete fed0::79d0:1759:7d5d:2b73/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

E(kalie kali)-[~]

$ ping -c 3 google.com

PING google.com (142.250.177.78) 56(84) bytes of data.

64 bytes from pnorda-ao-in-f14.1e100.net (142.250.177.78)
64 bytes from pnorda-ao-in-f14.1e100.net (142.250.177.78)
64 bytes from pnorda-ao-in-f14.1e100.net (142.250.177.78): icmp_seq=3 ttl=255 tim

icmp_seq=1 tt1=255 time=29.8 ms
icmp_seq=2 tt1=255 time=31.2 ms
0.3 ms

— google.com ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/ave/max/mdev = 29.826/30.449/31.194/0.565 ms

-(kali® kali)-[~]
Cs'n
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[latiokati)-[-]

$ nmap -sV 127.0.0.1

Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-24 17:00 -0400
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000017s latency).
AUL 1000 scanned ports on localhost (127.0.0.1) are in ignored states.

Not shown: 1000 closed tcp ports (reset)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.81 seconds

lg(llﬂlis kali)-[~]
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Lle S netdiscover nltk nslookup nvrantool
netexec m nstat nxc
netkey-tool nmap nsupdate nxcdb
netmask nm-applet ntfs-3g
netsed nmbd ntfs-3g. probe
Completing builtin command
Trash noglob
Completing reserved word
nocorrect
Completing parameter
nameddirs NEWLINE_BEFORE_PROMPT  NMAP_PRIVILEGED NULLCHD

192.168.0.228
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-24 00:33 -0400
Nmap scan report for LAPTOP-T91BRSDE.MGS702 (192.168.0.228)
Host is up (0.0070s latency).
Not shown: 995 filtered tcp ports (no-response)
PORT  STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds?
3306/tcp open mysql MysqL (unauthorized)
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 16.18 seconds
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$ nikto -h http://127.0.01
- Nikto v2.6.0

+ Your Nikto installation is out of date.
+ [FAIL] Unable to connect to 127.0.01:80.
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